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Business Resiliency in the New Enterprise Data Center

Introduction

In November, 2002, IBM announcédo n  d e ma n d 0 caoinitjative thahpgovided
information technology (IT) executives witisights andjuidance related tine building

of information systems infrastruct@riat could transparently and dynamicalypport
efficientbusiness proceskow. On demand computingplled for IT strategic planners and
designers to

1. Consolidate and virtualize their information systems

2. Implement aserviceoriented architecture (SOA) execute servicequess;

3. Automate the management of systems, storage, networks, databases, and
applications; and, ultimately to

4. Focus on the orchestration of business process flow over virtualizedeSé&hed
information systems.

Now, six years latetBM has ssued further guidancdased upon changing market
conditions(such as greatly increasing energy costs, global expamsidnsing IT
management costsgds well adaseduponits experience in helping theands of its
customers deploy SGAnabled infrastructure and consolidated, virtualized sysi&s
is calling for the transformation ttie existingdistributed computinglata cater model
into what it callghefinew enterprise data cemtie(NEDC) model

Like on demand computing, this new enterprise data center model focuses strongly on enterprise information
systems architecture and resource virtualizationthBaew enterprise data centeodelalso focses on

energy efficiacy; infrastructure optimation;facilities management; business driven service management;
security; andbusiness resiliency

This Advisorytakes a closdpbok atbusiness resilienay thenew enterprise data center
PART 1 describeshata new enterprise data centertige problems that it is meant to
solve and three phases of NEDC implementatiBART 2definesbusiness resiliencgnd
describes four critical needs that business resilieeeyls taddress This section also
describes how business resiliency maps intdttee phases of NEDCAnd PART 3
concludedy providingstepby-step advicdor IT designers and planners who are looking
to implement resilient business services withitewenterprise data centenvironment

PART 1:What Is afiNew Enterprise Data Ceero?

Due to poor design practicatata centerall around the worlthave become highly
inefficientandfragmented Lax distributedsystemdesignpractices have nake data centers
extremely complexand costlyto manageas well agifficult to secure.

To address these issues, IBM has introduced a new nfodelata center design (NEDC)
0 amodelthat focuses on controlling data center costs through more efficient information
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systemsand data centatesignsas well aghroughbetter resource utilizatiommproved
programto-program communications, and more advanced service management practices

TheProblems wth Older Data Center Designs
The major problems with older, distributddta center desigmsclude

A Access point proliferatiod distributed designs priéérate network access points,
creating tens, hundred, or thousands of ports that need to be protectsddtoity
intrusions. Scaleip, centralized designs (as recommended when designing new
enterprise data centers) can greatly reduce the numberessguaint® reducing
management complexity while mitigating associated risks;

A Inefficient resource utilizatiod Systems and storage in distributed data centers
are notoriously undeutilized, resulting in wasted capacity (in many cases,
distributed apptation servers run at 120% of total capacity in order to leave
headroom for computing peak periods). Improving utilization can lower acquisition
costs (IT buyers can get more computing out of existing systems), simplif
management, iproveavailabilty, and so on;

A Inefficient power usagé distributed systemonstantly burn power. Power
supplies waste energy as they convert from DC to AC current. Fans need to
continually blow air to cool CPU, memory, and other componeftsl network
interface cads (NICs)and associated network switches, hubs, and routers also burn
powerd even when not in use. Scalp designs increase system utilization
(resulting in less power waste by having fewer machioasuming electricity
while delivering an equivalentnaount of computing). Further, scale designs
significantly reducehe number of NICs and associated network equipment that
needs to be powerddb e cause a | ot of #Adi soveri buted coc
internalbackplanes dbusses inside givensystens enclosure)

A Program modetomplexityd older data center desigrely heavilyontightly-
coupled prgramming modelghat arehighly-inflexible and difficult to maintain
and that prevergnterprises from capitalizing @fficiencies that can be deriveg
adoptingnewerloosely-coupledfiserviceoriented pr ogr ammam,y model s ;

A Laborintensive pocess flow managemedt managing the flow of business
processes in oldtyle data centers requiragot ofhuman interventiorand is
therefore labor intensév Better, automatesdervice managemedt as called for in
NEDC desigd can greatly reduce humamtensive labor costs

Addressing These Problems: The NEDC Model

To help enterprisesvercome these distributed computing design complexities well
as b help enterprises dramatically reduce IT operations éod8M NEDC model
focuses on:

1. Improved information systems resource utilization through res@artsolidation
andvirtualization;

Energy efficient, green and optimized infrastructure and fasijitie

Business drive service management;

Improved security and business resilience; and,

Adoption ofaninformationinfrastructurestrategy addressirigformation
availability, retention, security, and compliance

abrown
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Three Phases of NEDC Design
In general, thex are three phaséstages of adoption) involved moving towardhe new
enterprise data center moéaé computing(see Figure 1)

1. Simplified;
2. Shared; and,
3. Dynamic.

Figure 1: The Three Phases of NEDC Design
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Source: IBM Corporationd July, 2008

The simplified phase®f adoption concentrates on driving IT acquisition and operational
costs dowrthrough consolidation and virtualizatidn this phase of adoption, enterprises
start to concentrate distributed resources into fela& centerservers, ®wrage,and

network devices (to simplify management). And enterprises also virtualize resources
(create logical groupings or pools or physical servers, storage, and network devices) to
increase utilization rates.

Theshared phasehanges the focus of @dministrators and managers from the
management ahdividual systemgo theaggregation andharing offlikeo resources
These | i ke resour ces aarevirt@lizedandaggegated fAensembl
resources athe same typwith managemeraggegated and elevated to managing the
shared poobf resourcess if it were a single systenThis phase alsotiroduces the

concept of managing service flowBy breaking down the siloed walls betwdie or

similar resources (such as x86 servers, loesi storage devices), regrouping these devices
into logical resource pools, and then deploying-trend systemsstorageand network
managemend enterprises can radically reduce IT operational costal by moving to a
serviceoriented infastructure, enterprises can now focus on orchestrating process flows
and managing services rather than manadiggaratesystem/storage/netwodevices

A shared infrastructure permits movement, contrdl anlb al ance of wor kl oad and da
envionments. In this phase of adoption IT managers and administrators start to concentrate more on process

flow and service management (because the management and provisioning of underlying information systems
becomes$ to a large exted automated).

July, 2008 © 2008 Clabby Analytics Page3



Business Resiliency in the New Enterprise Data Center

Thedynamic phas®f new enterprise data center adoption completely obscures the

physical tie between service delivery and the characteristics of the underlying T infra

structure.l nf or mati on syst e n(acoledaofmesenbleshérd fAcl oudo
usergrequest servicéservice levels without having to worry about the complexities of the

underlying information infrastructure.

In this phase, because services are no longer tigoktfic, siloedechnologies, IT

managers can modify resource assignsiemensure that IT systems are running as
efficiently as possible without disrupting the general flow of business. Standardization and
automation of policies, processes, and procedures serve to further streamline operations in
this phase of the new enpeise data center.

From a business resiliency perspective, highittualized systems, storage, network
resources contribute to improved resiliency (because lppctedundant, available
resources can be found easily in the cloud). Andfdhle efforts hathave been made in
the previous phases to improve availability, to establish fault tolerance, and to enable
heterogeneous and homogeneous business continuity all meld to set the stage for cost
effective, fully autonomic business resiliency.

In the dynam phase information systems become highly responsive the needs of a given business.
Information systems no longer dictate business dlomstead they automatically serve business flow
according to predetermined business rules. And these rules cadifiedroathefly to adapt to changing
market conditions or competitive pressures.

PART 2:Building Business Resiliencinto the New Enterprise Data Center Model

The term fbuywisuaseddescribe a&omprehensiestrategythat allows

enterpises to rapidly adapt and respond to risks, as well as opportunities, in order to

maintain continuous business operations, be a more trusted partner, and to enable growth.

A more in depth description of business resi
Recovery: Becoming a Resilient Businesso by
officer for business continuity and resilience services at:

http://www-935.ibm.com/services/us/bcrs/pdf/iwp _becoming-a-resilient-business.pdf

When designing a resilient environmethig ultimate goal is to deliver a fully recoverable,
highly available, fault tolerant architecture that provides continuous computing services
despite any kind of business disruptiq@utages can be as simple as an application
response time issue, an internakgternal security breach...n its final phase of
implementation, this fully resilient environmestiouldbe atomated to ensure rap

response tfailures as well as tsignificantlyreduce costs related to IT management labor.

The gating factor when it comes to business resiliency is investment cayfited best practices knewvow,
products, and related services for implengpiatifully autonomic, resilient business environment exist.today)
Enterprises need to weigh their business needs versus the costs for business resiliency features and functions

The implementation of a resilient business environment can benatished irsteps (see
Figure 3.
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Figure 20 Incremental Investments Leading to Fully Automated Business Resiliency
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Source: IBM Corporationd July, 2008

AddressingFour Critical Client Needs When Building Resilient Systems

Each phase of implementing\EDC requires different levels of business resiliency. The
simplified phase, for instance, requires the ability to recover from failures (disk failures,
power outages, etc.) at a bare minimum. fHnenore advancedynamic phasesquires

fully resilient information systems that are highly availattefor fault tolerant taneet
business service demands. The dynamic pmagerequireautomated management
services (poliesand procedures) to simplify the management of dynamic resources.

In general, building resilient new enterprise data center entails putting in place:

1. Disaster recovery plans, products, policies, and proceduBisaster recovery
plans and assciated pdties and procedurgsnable businesses to recover quickly
from failures. These phs minimize the impact of unforeseen events and enable
businesses to respond quickly to failures while minimizing the costs, time, and risks
associated with such failures.

2. High availability and/or fault tolerant systems/storage/network environments
Availability requirements differ by indust@ but plans need to be put in place to
ensure that the right level of information systems reliability is put in place to meet
24x7 internal or regulated recovery and uptime demands.

3. High availability/fault tolerancenonitoring/management systentnterprise
availability needs to be monitored and managed. Increased resilience is provided
through availability management at the component business system level. Monitor
ing resources helps reduce outages; while simptfynanagement reduces
management labor overhead. And, ultimately,

4. An environment that minimizes disruption by ensuring business contirlitgf
the preceding activitielselp enterprises maintain business operations in the face of
a disruptive everd as well as meet compliance requirements

Figure3illustratest hese four dAcritical client needsbo
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Figure _3: Building Business Resiliency: 4 Critical Client Needs
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Enterprise Availability N Business Continuity
Management Minimize Disruption
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component, business system, and enterprise levels disruptive event and comply with industry and government
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Simplify management and reduce overhead.

Source: IBM Corporationd July, 2008

Mapping BusinessResiliency irio the Three Phases oNew Enterprise Data CentdDesign
As described earlier, there are three phasé@splementation for building aew erterprise
data centerEach phase carries with it different requirements for business resiliency.

Thesimplified phaséocuses on consolidation and virtualization; energy assessment, the
deployment of energy efficient systems, and power monitoring; and basic service
maragement (monitoring of systems/storage/networks/applications/databases; auto
discovery of resources; amrkload automation).

In this phae, the primary fofiom businesgesiliency/security perspectiaee to implement back and
recovery systems, server higlailability, andecurityencryption services.

Theshared phasstresses the organization of systeand storage into more easily

managed ensembles (groupings of like resources) that can be further virtualized and better
managed. In this phase enterprises move to a seyn@eated infrastructurd and

optimize that infrastructure for service delivei@reen activities move beyond the
assessment and monitoring of systems environments to encompass the entire data center
(chillers, power management systems, air conditioners, etc.). And, becarsea
orientationdelivery approach is leveragedthis phase, a service management strategy
needs to evolvand rudimentary business service management functions need to be
introduced. It also makes sense to introduce a change and configuration management
database (that serves a critical role in simpldyihe monitoring, control, and management

of resources as an information systems environment evolves into the dynamic phase).

In this phasepusiness resiliency and security activities need to focus on ensuring that geographically
dispersed clusters can kept upandrunning; isolation/integrity/identity security systems need to be in place;
and business continuity and resiliency senatgsneed to be put in place.
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In thedynamic phaseensembles are grouped into cooperative clouds where resources can

be male available dynamically (dynamically provisioned) to address business needs. The

whole IT environment essentially becomes a service point for process flows. Advanced

energy efficient practices can be implemented in this phase including power optimizatio

driven by types of workloads, just in time capacity delivery (unused resources can be

turned off when not in use), and the Internet can be used to deliver additional scalability.

Service management in this phase is heavily automated: data centeoopeypérate in a

lights out mode, automated scheduling of resources is orchestrated, and composite
applications (applications that are fimashed?o
managed transparently.

Business resiliency in this phase featurestinuous availability, continuous data protection, and
automated archiving.

The entirgphased approach to building business resiNEIDCsis illustrated in Figurd.

Figure 49 The Phased Approach for Introducing Business Resiliency into the NEDC

= Business Impact Analysis
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= Deploy full business and
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= Secure server, storage, networks, and = Enhanced service delivery
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High level qualitative benefits:

v Mitigate risk ¥~ Focuson strategic initiatives not v Speedinfrastructure deployment
v Reduce operating costs managing availability or security v Automate workload provisioning
v Simplify environment v Increased resiliency v~ Quickly leverage new technologies

Source: IBM Corporationd July, 2008

PART 3: Stepby-Step Recommendations for Building a New Enterprise Data Center

This section examines the fAbig pictaured when
and then drills down into a specific, five pointian plan for deploying resilient business

systems.

Figure5 illustrateshow business resiliency spans across the entire enterprise, reaching into
organizational needs, process support, application/data design, technology deployment and
facilities manageent.
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Figure 5: Crossorganizational, Multidimensional Business Resiliency Planning

Source: IBM 3 July, 2008

Some of the kegxamples of capabilities and best practioesSigure 5include:

A When building a business resiliency strategic plan, eh¢sisuch as crisis
management, change management, and seéuréyg well as highevel executive
sponsorshi@ should be considered~urther, not¢hat resiliency is often
implemented to help enable complian@mpliance with uptime or recovery time
requirements, access to online data requiremgnts

A From an organizational perspective, geographical location of staff (geographical
diversity) needs to be consider@dand, should a business failure occur, roles and
responsibilities to respond to that bussé&slure need to be clearly articulated.

A Procesdlow is also important when building a business resiliency plan. Processes
need to be assessédand a list of which processare the most critical is vital
should an enterprise need to respond to aageu Further, contingency plans need
to be developed to ensure process flow.

A Itis important to backip critical data, as well as to ensure that critical applications
remain running in the event of a failure;
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